Panduan Instalasi dan konfigurasi Secure W2 untuk
otentikasi wireless UGM-Secure berbasis windows 7

Pendahuluan

Instalasi dan konfigurasi pada Windows 7 ini agak sedikit berbeda dengan windows XP
maupun Vista. Kedudukan secureW?2 hanya untuk mensupport TTLS yang secara default
tidak disupport oleh windows. Software open source ini mendukung teknologi
802.1X/EAP dengan metode autentikasi WPA/WPA?2 Enterprise. Sistem Operasi berbasis
windows terlebih dahulu harus mendowload software dan certificate untuk mendukung

koneksi tersebut.

Instruksi

Software open source SecureW?2 dan certificate ini bisa didownload secara gratis pada :

U] http://oit.ugm.ac..id/

) http://10.15.254.67/office

Setelah download file UGM-Secure W2, silahkan extract file zip/rar tersebut ke salah satu
folder di komputer, kemudian jalankan file secureW2.exe dengan double klik file

tersebut.

1. Double klik file SecureW2.exe, akan muncul box pilihan bahasa.
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2. Pilih bahasa inggris (default nya) kemudian klik OK
x|

E Flease select a language.

B
ok I Cancel |

3. Terbuka box SecureW?2 EAP Suite 1.1.3 seperti ini kemudian klik Next, dan
pilih I Agree
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4. Pada box ini, ceklist component to install with TTLS 4.1.0 dan dilanjutkan klik
Install
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5. Box Secure W2 konfigurasi, isikan Username : <Username anda> , Password :
<Password anda >

SecureW2 Configuration ]

O

SecureW?2

Erzer thie usermamie-and passaord of yaur:service account:
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Re-antar Passworc: | R
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K I Zancel l

6. Klik Reboot now dan pilih Finish dan biarkan restart

Konfigurasi SecureW?2 on Network Card

1. Klik kanan Network connection > pilih open Network and sharing Center

Troubleshoot problemns
e Open Mebwoark and Sharing Center
| N 12/15/2009




2. Box akan terbuka seperti dibawah ini kemudia klik manage wireless network

= |u(= g
OU Xy Control Panel » All Control Panelltems » Network and Sharing Center ~ | 42 || Search Control Pane! o]
Contrel Panel Home = . . . . @
View your basic network information and set up connections
M irel etwork: ! | = See full map
anage wireless networks [k’;% -
Ch dapter sett
IS R RIFKL-TOSHIBA UGM-Secure Internet
Change advanced sharing (This computer)
settings . . .
View your active networks Connect or disconnect
UGM-Secure MAccess type: Internet
Public network Connections: il Wireless Network Connection
(UGM-5ecure)
Change your netwerking settings
ﬁa Set up a new connection or network
. Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
i. Connect to a netwark
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
)a Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
T @ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information,
HomeGroup
Internet Options
Windows Firewall

3. Setelah interface manage wireless network terbuka, maka klik add dan pilih
manually create a network profile

@thﬂﬂ ¢ Control Panel » Metwork and Internet » Manage Wireless |

Manage wireless networks that use (Wireless Network Cor

Windows tries to connect to these networks in the order listed below.

Add | Adapter properties  Profiletypes  Metwork and Sharing Center

l.u Manually create a network profile :
This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (5510) and |
security key (if applicable).




4. Akan terbuka interface seperti ini, isilah sesuai kebutuhan dan standart peraturan
kemudia pilih next > Change connection setting > ok > Pada tab chose a

network authentication method pilih secureW2 EAP-TTLS
—— [P S)

@ 1! Man ually connect to a wireless network.

a 1 ek .

& network name contains 1~32 case-sensitive characters )

Enter information for the wireless

Network name: UGM-Secure

Security type: | WPAZ-Enterprise = |

Encryption type: IAES - |

Security Key: Hide characters

Start this connection autematically

[Tl Connect even if the network is not broadcasting
‘Warning: If you select this option, your computer's privacy might be at risk,

Successfully added UGM-Secure

| & Change connection settings
: Open the connection properties so that I can change the settings.

-
UGM-Secure Wireless Network Properties M

Security

Security type: [wPa2Enterprise -]

Encryption type: [AES v]

Choose a network authentication method: I
[Semrewz: SecureV 2 EAP-TTLS v] [ Settings

Remember my credentials for this connection each
time I'm logged on

[ Advanced settings




5. Klik tombol setting dan beri tanda check (V) pada OIT UGM Certificate Authority
dan Do not prompt user to authorize new servers trusted certification authorities >

ok
M— [

Protected EAP Properties

When connecting:

Validate server certificate

|:| Connect to these servers:

Trusted Root Certification Authorities:

[] GTE CyberTrust Global Root -
[] Microsoft Root Authority

[] Microsoft Reoot Certificate Autharity

OIT UGM Certificate Authority

[] oIT UGM Certificate Authority

|:| Thawte Premium Server CA

[] Thawts Timestamping CA

4| [l | 3
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1|

[¥] Do not prompt user to authorize new servers or trusted |
certification authorities,

Select Authentication Method:

[Semred password (EAP-MSCHAF v2) "] [ Configure... ]

Enable Fast Reconnect

[ Enforce Metwork Access Protection

[] Disconnect if server does not present cryptobinding TLY
[] Enable Identity Privacy

[ Ok J [ Cancel ]

6. Konfigurasi telah selesai, bisa klik tanda network kanan bawah dan coba connect
ke UGM-Secure

7. Jika diminta install certificate maka Install dulu certificate nya > Install All
certificate kemudian isilah username dan password > Ok

SecureW2 Credential

<2

SecureW?2

Enter the username and password of your service account:

Username: I tamu

[]

Password: I

Domain: I

T save user credentials

OK I Cancel




